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News Release
SPS to Expand Protection for People Impacted by Cyberattack 
Free Credit Monitoring Offered to Impacted Individuals; Laptop Reimaging Continues

October 8, 2026 — Springfield Public Schools (SPS) will expand identity protection services for people whose personal information was compromised in the September cyberattack, while continuing to restore computers and technology systems across the district.
Latest information from the ongoing investigation indicates that compromised records include information related to former employees whose service dates to 2009 and earlier, volunteers whose service dates to 2001, and independent contractors who worked with SPS over many years.
The district will provide free credit monitoring to newly identified impacted individuals. Those for whom SPS has a current mailing address should expect to receive a letter from IDX in the coming weeks with instructions for enrolling. 
What We Know About Compromised Information
The ongoing investigation continues to provide a clearer understanding of the information affected by the cyberattack. The ongoing investigation has now confirmed that Social Security numbers belonging to some current employees hired before 2008 were compromised. Based on information reviewed to date, Social Security numbers do not appear to have been compromised for employees hired in 2008 or later. Springfield Public Schools does not routinely store student Social Security numbers, and the investigation continues to produce no evidence that this information was included for most students.
The affected information also includes records belonging to former employees whose service dates to 2009 and earlier. Because some records date back many years, investigators have not yet determined whether Social Security numbers were included for all affected former employees.
In addition, compromised records include information related to volunteers whose service dates to 2001 and independent contractors who worked with SPS over many years. Based on information reviewed to date, Social Security numbers appear less likely to have been compromised for individuals who volunteered between 2001 and 2017.
The investigation remains ongoing, and findings may change as additional information is reviewed and verified.
Free Credit Monitoring and Notification
It is expected that IDX will mail notification letters in the coming weeks to impacted individuals for whom SPS has a current mailing address. Reaching some former employees, volunteers, and independent contractors presents additional challenges because many of the records are years or even decades old and contact information may no longer be current.
To help address this challenge, SPS will establish a form on its website for former employees, volunteers, and independent contractors who believe they may have been impacted but do not receive a letter. The form will allow individuals to provide updated contact information so the district can determine whether their information was involved and, if so, provide information about credit monitoring.
The district is also complying with applicable state requirements to notify individuals whose information was compromised.
Laptop Reimaging Continues Across the District
Approximately 65 percent of staff laptops have now been securely reimaged as part of the districtwide recovery effort, with several schools achieving completion rates of 90 percent or higher. In total, the reimaging initiative will encompass more than 20,000 staff and student computers across the district.
Reimaging gives a computer a clean reset with strengthened security and allows it to reconnect to SPS Wi-Fi. This restores access to many of the online teaching, learning, and operational tools school staff use each day.

Mayor Domenic J. Sarno stated: “Once again, I’d like to commend and thank our Springfield Public Schools officials led by Superintendent Dr. Sonia Dinnall, our city IT team, as well as students, faculty, staff, parents, and our community partners for their ‘can-do attitude’ and resiliency in getting through the cyber-attack event. I appreciate everyone’s patience and efforts as we continue working to assess and strengthen our cyber security.” 
“I want to express my sincere appreciation to our staff, students, families, and the entire Springfield community for their continued patience and support as we navigate this recovery,” said Superintendent Dr. Sonia Dinnall. “We recognize that the disruption has created challenges, and we do not take lightly the impact it has had. We are making meaningful progress, and while there is still much work ahead, we remain committed to restoring our systems as safely and efficiently as possible and emerging from this experience stronger.”
School Operations Remain the Priority
The district continues to prioritize technology needed for teaching, learning, and daily school-based operations. At the same time, significant work continues behind the scenes. Information Technology teams and cybersecurity professionals are restoring business systems, strengthening security, rebuilding the SPS technology infrastructure, and addressing other systems necessary to operate the district.
Strengthening Cybersecurity
SPS is taking additional steps to strengthen cybersecurity across the district. All employees have now signed the district cyber security agreements, reinforcing expectations for the appropriate and secure use of district technology. Website access from the district's technology environment has also become more restrictive. 
SPS is also collaborating with the Commonwealth of Massachusetts to participate in the state's voluntary Cybersecurity Health Check Program, which assesses cybersecurity practices, identifies potential gaps, and recommends improvements.
Investigation Continues
Springfield Public Schools continues to work with cybersecurity professionals, the Federal Bureau of Investigation, state and local law enforcement, and state agencies. The investigation remains active, and findings may be updated as additional information is verified.
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